
 
 
 

 

E q u i f a x  D a t a  B r e a c h  F A Q  
R e s o u r c e  a s  p r o v id e d  b y  th e  A m e r ic a n  B a n k e r s  A s s o c ia t io n  

F r e q u e n t ly  A s k e d  Q u e s t io n s  

I ’v e  b e e n  h e a r in g  a b o u t  th e  E q u ifa x  b r e a c h  in  th e  n e w s . W h a t  h a p p e n e d ?  

E q u ifa x ,  o n e  o f  th e  th re e  m a jo r  c re d it  b u re a u s ,  e x p e r ie n c e d  a  m a s s iv e  d a ta  b re a c h .  T h e  h a c k e rs  a c c e s s e d  p e o p le ’s  
n a m e s ,  S o c ia l S e c u r ity  n u m b e rs ,  b ir th  d a te s ,  a d d re s s e s  a n d ,  in  s o m e  in s ta n c e s ,  d r iv e r ’s  l ic e n s e  n u m b e rs .  T h e y  a ls o  s to le  
c re d it  c a rd  n u m b e rs  fo r  a b o u t  2 0 9 ,0 0 0  p e o p le  a n d  d is p u te  d o c u m e n ts  w ith  p e rs o n a l id e n t ify in g  in fo rm a t io n  fo r  a b o u t  
1 8 2 ,0 0 0  p e o p le .  

W a s  m y  in fo r m a t io n  s to le n ?  

I f  y o u  h a v e  a  c re d it  re p o r t ,  th e re ’s  a  g o o d  c h a n c e  it  w a s .  G o  to  a  s p e c ia l w e b s ite  s e t  u p  b y  E q u ifa x  to  f in d  o u t :  
h t tp s : / /w w w .e q u ifa x s e c u r ity 2 0 1 7 .c o m /.  S c ro ll  to  th e  b o t to m  o f  th e  p a g e  a n d  c l ic k  o n  “P o te n t ia l Im p a c t , ”  e n te r  s o m e  
p e rs o n a l in fo rm a t io n  a n d  th e  s ite  w il l  te l l  y o u  if  y o u ’v e  b e e n  a f fe c te d .  B e  s u re  y o u ’re  o n  a  s e c u re  n e tw o rk  (n o t  p u b lic  W i-
F i)  w h e n  y o u  s u b m it  s e n s it iv e  d a ta  o v e r  th e  in te rn e t .  

H o w  c a n  I  p r o te c t  m y s e lf?  

•  E n r o l l  in  E q u ifa x ’s  s e r v ic e s .   
E q u ifa x  is  o f fe r in g  o n e  y e a r  o f  f re e  c re d it  m o n ito r in g  a n d  o th e r  s e rv ic e s ,  w h e th e r  o r  n o t  y o u r  in fo rm a t io n  w a s  
e x p o s e d .  Y o u  c a n  s ig n  u p  a t  h t tp s : / /w w w .e q u ifa x s e c u r ity 2 0 1 7 .c o m /.  
 

•  M o n ito r  y o u r  c r e d it  r e p o r ts .  
In  a d d it io n ,  y o u  c a n  o rd e r  a  f re e  c o p y  o f  y o u r  c re d it  re p o r t  f ro m  a ll  th re e  o f  th e  c re d it  re p o r t in g  a g e n c ie s  a t  
a n n u a lc re d it re p o r t .c o m . Y o u  a re  e n t it le d  to  o n e  f re e  re p o r t  f ro m  e a c h  o f  th e  c re d it  b u re a u s  o n c e  p e r  y e a r .  
 

•  M o n ito r  y o u r  b a n k  a c c o u n ts .  
W e  a ls o  e n c o u ra g e  y o u  to  m o n ito r  y o u r  f in a n c ia l a c c o u n ts  re g u la r ly  fo r  f ra u d u le n t  t ra n s a c t io n s .  U s e  o n lin e  a n d  
m o b ile  b a n k in g  to  k e e p  a  c lo s e  e y e  o n  y o u r  a c c o u n ts .  
 

•  W a tc h  o u t  fo r  s c a m s  r e la te d  to  th e  b r e a c h .   
D o  n o t  t ru s t  e -m a ils  th a t  a p p e a r  to  c o m e  f ro m  E q u ifa x  re g a rd in g  th e  b re a c h .  A t ta c k e rs  a re  l ik e ly  to  ta k e  
a d v a n ta g e  o f  th e  s itu a t io n  a n d  c ra f t  s o p h is t ic a te d  p h is h in g  e -m a ils .  

S h o u ld  I  p la c e  a  c r e d it  f r e e z e  o n  m y  f i le s ?  

B e fo re  d e c id in g  to  p la c e  a  c re d it  f re e z e  o n  y o u r  a c c o u n ts ,  c o n s id e r  y o u r  p e rs o n a l s itu a t io n .  I f  y o u  m ig h t  b e  a p p ly in g  fo r  
c re d it  s o o n  o r  th in k  y o u  m ig h t  n e e d  q u ic k  c re d it  in  a n  e m e rg e n c y ,  i t  m ig h t  b e  b e t te r  to  s im p ly  p la c e  a  f ra u d  a le r t  o n  y o u r  
f i le s  w ith  th e  th re e  m a jo r  c re d it  b u re a u s .   A  f ra u d  a le r t  p u ts  a  re d  f la g  o n  y o u r  c re d it  re p o r t  w h ic h  re q u ire s  b u s in e s s e s  to  
ta k e  a d d it io n a l s te p s ,  s u c h  a s  c o n ta c t in g  y o u  b y  p h o n e  b e fo re  o p e n in g  a  n e w  a c c o u n t .   

H o w  d o  I  c o n ta c t  th e  th r e e  m a jo r  c r e d it  b u r e a u s  to  p la c e  a  f r e e z e  o n  m y  f i le s ?  

E q u ifa x :  C a ll 8 0 0 -3 4 9 -9 9 6 0  o r  v is it  i ts  w e b s ite .  

E x p e r ia n :  C a ll 8 8 8 -3 9 7 -3 7 4 2  o r  v is it  i ts  w e b s ite .  

T ra n s U n io n :  C a ll 8 8 8 -9 0 9 -8 8 7 2  o r  v is it  i ts  w e b s ite .  

W h e r e  c a n  I  g e t  m o r e  in fo r m a t io n  a b o u t  th e  E q u ifa x  b r e a c h ?  

Y o u  c a n  le a rn  m o re  d ire c t ly  f ro m  E q u ifa x  a t  h t tp s : / /w w w .e q u ifa x s e c u r ity 2 0 1 7 .c o m /.  Y o u  c a n  a ls o  le a rn  m o re  b y  v is it in g  th e  
F e d e ra l T ra d e  C o m m is s io n ’s  w e b  p a g e  o n  th e  b re a c h  a t  h t tp s : / /w w w .c o n s u m e r . f tc .g o v /b lo g /2 0 1 7 /0 9 /e q u i fa x -d a ta -b re a c h -
w h a t-d o .  T o  le a rn  m o re  a b o u t  h o w  to  p ro te c t  y o u rs e lf  a f te r  a  b re a c h ,  v is it  h t tp s : / /w w w . id e n t ity th e f t .g o v / In fo -L o s t-o r -S to le n .   

https://www.equifaxsecurity2017.com/
https://www.equifaxsecurity2017.com/
https://www.freeze.equifax.com/Freeze/jsp/SFF_PersonalIDInfo.jsp
https://www.experian.com/freeze/center.html
https://www.transunion.com/credit-freeze/place-credit-freeze
https://www.equifaxsecurity2017.com/
https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do
https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do
https://www.identitytheft.gov/Info-Lost-or-Stolen

